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Abstract

A huge demand of internet connecting devices in medical field is crucial for patient assistance. The current trends
in healthcare industries, the internet of things (10Ts) play an ample role for nodes connectivity in wireless domain.
The main purpose of the integrated internet of healthcare things (IoHTs) as well as internet of medical things
(IoMTs) is the real-time observation of patients and provide healthcare comfort zone for individuals. Emergence
of novel treatment methodology and medical tools encourage delivering services for IoHT domain. Due to lack
of publicly useful database, that reflects cyberattacks on IoHT, expendability privacy concern. Therefore, this
study highlights the secure services to the current challenges and overviewed the solution of secured services
targeting on loHT attacks.
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1. Introduction (use bold for main headings like this one. do not use italic)

The healthcare industry is rapidly growing up in comparison of last decades. It proliferates due to the involvement
of internet of things (10Ts) possibly in every aspect. The internet-connected devices are quite useful to support an
assisting life of patient [1]. Additionally, the IoT plays a significant role and their properties in the life of
humanitarian aid with the incorporation of 10T in medical care related to internet of healthcare things (IoHTS).
The internet of health care types of equipment which are more useful in providing real health-related data and
directly linked to the corresponding doctor or specialist, often demonstrate the specific need to cure the patient.
Furthermore, the IoHTs offer a solution to discuss the factors and the prevention of disease. It can be assumed
that it would be useful in supporting and improving life in the future with high accuracy along with well-equipped
consumer products and differentiated services [2]. A potential future outcome is that the corporations will
contribute to increase their offerings and extend their value proposition to other health care concerns. An
involvement internet of healthcare things (IoHT) and selling or sharing very sensitive data raised the cybersecurity
issue of misusing patients’ privacy. The outcomes of [oHT emphasize an advancement of healthcare digitalization.
The sensors support data collection, analysis, and enhance the medical services. Currently, the IoHT industries
have a big impact on various medical applications [3]. It is noteworthy that the reliability and capability of medical
devices with patient’s body is quite significant nevertheless, the lack of security. Security vulnerabilities are severe
and widespread in both wireless and wired medical devices [4]. It must take into consideration of applying security
to protect the threat from online hackers. Therefore, the necessity to secure communication in medical devices
does significance for smooth functioning and improving efficiency. Due to this concern this study is overviewed

the possibilities of securing medical device communication.

1.1. The Five Layers of Concept of Cybersecurity

This study presents the privacy and security events and detection in internet of medical devices. Additionally, an
intelligent interactive safety, security risks, and ambient intelligence approaches are overviewed. Concerning the
security and privacy for IoHT framework, the primary contribution of reviewing five layers, and this study

provides an extensive review on privacy and security as follows.

» The Perception Layer: - This layer is associated with the patients, medical tools for data collection, and
hospital infrastructure. The perception layer prevents from unwanted common attacks such as malware,
phishing, eavesdropping, and log-forgery.

» Mist Layer: - The mist layer receives real-data from perception layer for further optimization. This layer
corresponds between the perception and fog-layer that contain micro storage and embedded systems. It
is noteworthy that in this layer the common attacks are included as eavesdropping, wormhole, collision,
fragmentation, side-channel, and masquerade.

» Fog Layer: - Minimizing the latency of processing and storing data in secured cloud computing the fog-
layer introduces as gateway to improve the system performance. It generates real-time alerts that can be
capable to control the response. The denial-of-services (DoS), scrambling, sniffing, and data tampering
affect to this layer.

» Cloud Layer: - The processed healthcare data from fog-layer stored in the cloud that performs various
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data analytics. Additionally, artificial intelligence (Al), machine learning (ML), and reasoning-based
algorithms utilize for data analytics in the cloud computing. In this layer the interference, stealing
password, eavesdropping, and data mining are included.

» Application Layer: - It is the topmost layer of confirming the secure communication between
communication protocols at user end. The communication layer easily faces attacks due to lack of highly
skilled engineers. The most significant vulnerability of data corruption, malware, phishing, and further

attacks.

1.2. Implementation of 5G security and privacy in loHT

The main purpose of this study is overviewed the security towards 5GB-based secure transmission of health
information and sharing with multiple data servers. Also, the use of cryptosystems to execute statistical analysis
of patient information without sacrificing patient confidentiality disclosed by the patient database administrator.
Therefore, the following approaches are widely used for the security and privacy concerns in IoHT depicted as
follows [5];

e Access Control: The access control can be operated by using the computer unit or a specific device such
as a USB-security key.

e  Secure Communication: The communication encryption can be deployed at the hardware level to secure
the input and output ports for authentication of accessing applications and functions.

e Privacy Protection and data encryption: The limitation of the data for authorization of users are the most
common measures to ensure about the privacy. Therefore, the privacy is highly concerning in wireless

communication domain while connecting multiple nodes.

Privacy
Protection

Fig. 1: A scenario of measures for robust cloud computing [5]

1.3. Massive Machine Type Communication (ImMTC) in IoHT

The use of m-Health technology enables healthcare professionals to enhance their capabilities, facilitates proactive
management of care, and encourages active engagement of patients. This is achieved via the utilization of various
applications, such as remote patient monitoring, smart healthcare infrastructure, telemedicine, and health and
wellness monitoring [6]. In order to fully harness the capabilities of mMMTC in IoHT, it is imperative to address

challenges pertaining to scalability, network congestion, power consumption, and data security. The healthcare
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industry has the potential to adopt a connected and patient-centric strategy by adopting advances developed by
mMTC. These factors are expected to result in improved patient outcomes, increased healthcare accessibility, and
significant advancements in healthcare service delivery [7].

Ensuring the security and privacy of sensitive healthcare data sent via wireless communication in loHT
necessitates a strong focus on both aspects [8]. In order to safeguard patient information, mitigate unauthorized
access, and ensure adherence to regulatory obligations, it is essential to implement rigorous security protocols like

as encryption, authentication, and access control.

1.4. Network Slicing and Security in loHT

In the context of IoHT, the issues of network slicing and security assume paramount importance, as they play a
critical role in ensuring the efficient and secure operation of interconnected devices and services [9]. In the context
of IoHT networks, the concept of network slicing enables efficient resource allocation, provision of distinct
services, scalability, and flexibility. The implementation of robust security measures is necessary in order to
safeguard sensitive data, uphold patient privacy, and mitigate the risk of security breaches. The approaches to be
considered should include device security, data privacy, access control, and interoperability, among other relevant
factors. The successful use of IoT and IoHT networks in healthcare delivery relies upon the adoption and
implementation of secure network slicing technologies and comprehensive security measures. This will enable
the networks to maintain optimal levels of data integrity and secrecy while actualizing their full potential. This
article examines the concept of network slicing and its utilization in the domains of loHT. This also highlights the
need of deploying robust security measures and addresses the challenges associated with ensuring the protection

of interconnected networks [10].

2. Importance of Security in loHT

The significance of security in the IoHT applications is important due to the sensitive nature of the data
transmission and to mitigate the potential risks associated with compromised devices and networks. This
importance stems from its role in safeguarding personal information, ensuring the integrity of healthcare data,
mitigating unauthorized access, and minimizing potential cyber risks [11]. Moreover, the implementation of
rigorous security measures is of utmost importance in order to instill trust, safeguard patient privacy, and uphold
the confidentiality, availability, and reliability of healthcare services. Security measurements provides a secure
environment for IoHT devices and networks via the implementation of robust authentication mechanisms,
encryption protocols, access limitations, and proactive monitoring. This is essential to adhere to optimal security
protocols, regularly update software, and undertake ongoing security evaluations to prevent the exploitation of
emerging vulnerabilities and threats. Ensuring the safeguarding of healthcare systems and the privacy and well-
being of patients necessitates prioritizing the security of loHT applications [12]. Physical layer security (PLS) is
a promising approach to improving the security and reliability of communication in the IoHT. PLS techniques
exploit the physical properties of the wireless channel to protect data from eavesdropping and jamming. One of
the key challenges in developing PLS techniques for IoHT is the resource-constrained nature of IoHT devices.
IoHT devices often have limited processing power, memory, and energy resources. This makes it difficult to

implement traditional PLS techniques, which can be computationally expensive. Another challenge is the
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unreliability of wireless channels. 1o0HT devices often communicate over wireless channels that are subject to
noise and interference. This can make it difficult to reliably implement PLS techniques. Despite these challenges,

there has been significant progress in developing PLS techniques for IoHT.
3. Security Challenges in loHT

3.1 Device Vulnerabilities: 1o0HT devices often exhibit restricted resource availability and may exhibit
deficiencies in robust security features. As a result, these entities are vulnerable to a diverse range of attacks,
including data modification, unauthorized access, and the infiltration of malicious software. Safeguarding the
comprehensive network of 10T and 10T is imperative, necessitating the establishment of robust security measures

to prevent these devices from serving as vulnerable access points for cyberattacks [13].

3.2 Data Privacy and Confidentiality: The IoHT Network are responsible for the reception and management of
sensitive data, such as personal health information, medical records, and real-time patient monitoring data [14].
Therefore, preserving patient confidentiality and safeguarding the privacy of their data are of paramount
importance in order to maintain patient trust and adhere to legal requirements. In order to safeguard patient data
and mitigate the risk of unauthorized access or data breaches, it is essential to use strong encryption techniques,

ensure secure data storage practices, and employ secure data transfer protocols.

3.3 Network Access Control: The Industrial Internet of Things networks must be secured through the
implementation of strong access control measures in place because they reduce the possibility that unauthorized
people or devices will get access. Strong authentication systems, secure access protocols, and network
segmentation made possible by network slicing can all be used to reduce the dangers connected with unauthorized
access and unauthorized data exposure [15]. Enforcing access control restrictions and periodically renewing
access credentials are essential security protocols for protecting 10T networks.

3.1 Interoperability and Standardization: The ecosystems of the I0T/IOHT include a wide range of devices,
platforms, and protocols. The absence of interoperability and established security protocols across different
components of the loHT may give rise to possible security vulnerabilities [16]. Establishing industry-wide security
standards and promoting interoperability are crucial in ensuring consistent and effective security measures across

networks including the loT and IoHT applications.
4. Security Measure for Network Slicing in loHT

4.1 Isolation and Segmentation: When a network is partitioned, distinct services and applications are
automatically separated and segregated from each other. Every component of the network operates independently,

with its own dedicated resources, logical separation, and security protocols. As a result of this partition, any
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security breaches occurring inside one segment would not impact the other segments, hence ensuring the ongoing

provision of critical healthcare services in a secure way.

4.2 Encryption and Authentication: Consequently, it has become imperative to include resilient encryption
techniques and authentication protocols inside IoHT networks to safeguard data integrity and mitigate
unauthorized intrusion. Secure communication channels include many techniques such as encryption mechanisms,
secure key management, and mutual authentication between devices and network components [17]. These
mechanisms serve to safeguard the transmission of information and ensure that only those with proper

authorization are able to get access to the network.

4.3 Intrusion Detection and Prevention: In the context of IloT networks, the implementation of intrusion
detection and prevention systems (IDPS) may play a crucial role in the identification and mitigation of potential
security vulnerabilities. Intrusion Detection and Prevention Systems (IDPS) are designed to oversee network
traffic, do pattern analysis, and identify anomalies indicative of potential security breaches or hostile actions [18].
The mitigation of future damage to both the network and its associated devices may be achieved by the prompt

detection of potential threats, followed by suitable and effective response measures.

4.4 Regular Updates and Patch Management: For the purpose of resolving security vulnerabilities, it’s critical
to handle frequent updates and patches for network infrastructure and I10T devices. The prompt emphasizes the
need of promptly installing recently announced security patches and firmware updates [19]. By doing so,
organizations may effectively protect their networks against newly discovered vulnerabilities and maintain a
resilient infrastructure in the face of emerging threats.

5. Conclusion

In conclusion, this paper has explored the critical theme of cybersecurity in the context of the Internet of
Healthcare Things (IoHT). By investigating the Five Layers of the Concept of Cybersecurity, 5G security, Massive
Machine Type Communication (mMTC), and Network Slicing, we have gained valuable insights into the
challenges and measures associated with securing loHT. Emphasizing the importance of proactive security in
IoHT, the paper underscores the need for comprehensive strategies to safeguard patient data and ensure the
integrity of healthcare systems. As technology evolves, ongoing research and collaboration are essential to stay

ahead of emerging threats and fortify the resilience of interconnected healthcare environments.
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