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Abstract

Throughout human evolution, communication has always played a central role in favor of the development and

approximation of the species.

Within this project, the main objective is to analyze different wearable devices (more specifically fitness tracking
devices) with the intention of presenting the strengths and weaknesses related to the security and privacy

frameworks that these devices make use of.

To reach these objectives some devices will be acquired for testing, starting from the earliest point of the
communication (Bluetooth connection) until the latter states (communications through the Internet).

“Paranoid” operating systems and methodologies have been developed and studied over the years, both for
mobile and desktop systems in order to maintain the security and anonymity of their users, and although related
studies have been in existence for some time, this proposal aims to develop an answer to a theme not very
distinct, but more specific and modern “Paranoid OS: Wearable Trackers”.

It is with this purpose in mind that the path taken by this technology will be presented in this document,
considering what are the communication protocols, what data goes through these communication channels and
finally where is the user’s data.
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1. Introduction

Within the context of a Master of Sciences in Computer Sciences Engineering, this research intends to extend the
original POSMASWEB research, onto a new and more volatile field of action, the wearables. These devices have
become popular in recent years, becoming in recent years a massive source of data and information, that is

collected, stored and relayed to an unknown to the users, or without the user’s knowledge [4].

This chapter is related to the theoretical positioning of the project, starting from the beginning of human
communication, until the Internet emerges and consequently the wearables equipment that appeared along with

the concept of “Internet of Things” (“IoT”).

1.1. Context

Human beings made their appearance on planet Earth approximately two million years ago, without any means

of communicating between themselves through language [1].

Throughout the years Human beings developed technics to solve this situation like body language, cave painting,

using fire and stones, and finally through sounds [1].

Writing is the main technology of the Human race to collect, manipulate, retrieve and store communications and

disseminate information, so it is possible to find traces of cuneiform writing as old as eight millennia before Christ

[2].

In the current era, we have achieved the peak of the communication technologies through Internet, which has been
considered one of the biggest social and technological achievement after the invention of the wheel and the control
of fire [3], [28], offering to the world we know, one of the best forms of communications between technological

devices.

Currently, and being more specific to the theme of this document, wearable technological devices are on high

demand in the society [4].

These kinds of devices make use of “BLE” (Bluetooth Low Energy) technology in connections and

communications [5], having become omnipresent and relatively cheap in the last years.

In this way, they have become excellent (and also cheap) tools in the research field (to conduct study cases) since

they have the capability to collect activity data the whole day without limiting user freedom [6].

The main objective of these devices is related to personal use, and the whole process of data collecting starts from
the earliest point in which the user connects the wearable device to their personal smartphone [7] (otherwise, most

of the main functions of the wearable equipment will not be functional).
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One of the biggest problems about these devices, corresponds to the misinformation that the users have (or merely
the lack of important information) or because users don’t really care, and also have no idea what information they
will be providing, where and how it will be stored and what are the possible risks and conflicts that they might

encounter [8], [32].

It is also important to have in consideration the quick appearance of the “sensor mania” concept in eco systems
“IoT” [9], because users are progressively more and more exposed to 24/7 monitoring of their usual activities,

performances and preferences in compliance with the large diffusion of the “loT” systems that possess them [10].

1.2. Objectives

With this idea it is intended to evaluate and develop answers to questions related to security and risk perception

of the wearable devices, regarding how them manipulate and store data.

Considering the increasing use of mobile/wearable equipment, and also considering that these contain operating
systems in some cases free, and in others they possess a cost associated with the type of equipment, it is pertinent
to know if the fact that they are free implies that sensitive personal information is shared as a mean of payment

for the operating system, leading to the formulation of the following questions:

e Do health orientated applications, that collect biological data through mobile devices, guarantee the privacy
and safety of the user?

e Are “mHealth” (mobile healthcare) applications truly agnostic in the various mobile platforms [31]?

In this project the following questions related to these devices will also be addressed:

e How is the data collected?

e How and where are those data used?

e Who owns the data?

o  With whom is shared the data?

e How and for how long will the data be stored?

e What is the security of the involved technologies?

e  How can users be safe?

2. Background

In this chapter it will be presented the project background related to the equipment that will be researched
(wearable fitness tracking device), beginning by the definition and capabilities of these devices, the main
communication protocols that encompass them and also some of the biggest concerns about the security and

privacy that they provide.

2.1. Wearable Fitness tracking

A smartwatch, or in this specific case, a fitness tracker, is a wearable computer in the shape of a watch equipped
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with multiple sensors, such that, these kinds of electronic equipment get embedded in our personal lives, and can

be worn, carried, or even connected to the body [11].

A fitness tracking device is generally commercialized based on the premise that the manual and/or automatic data
collection that it provides, stimulates users into adopting healthier habits [12] and also find “meaningful
correlations between diet, exercise, sleep, and mental, physical, and cognitive well-being” [13]. Some examples

of data collected by these devices sensor’s:

e Height changes

e  Hearth rate information

e  Geolocation

e Time and sleeping periods
e Sleep quality

e  Activity quality

e Type of activity

These kind of collected data can be controlled and/or owned by the individual or company that provides the

tracking device and their associated systems as well [13].

In a market with such great amount of saturation as the mobile devices, this “IT” devices have been gradually
gaining popularity and currently are a viable device that extends smartphones functionalities to a more intimate
level, having advantages relative to others, like the place that they are worn and consequently the continuous

connection with the body [14].

This extension is literal since these wearable devices are a mere complement to the mobile devices. Although
wearable equipment functions independently of being connected to a smartphone, most of the functionalities

required said connection [14].

The study of the communication protocol between the mobile device and the upload server could be supported by
a software defined network environment [32] for assessing the information that is transmitted along with the

privacy concerns of said data.

An example architecture of these devices is the following figure, related to Xiaomi’s “MiBand”, that shows the

different connections required for every functionality to work as expected:
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Figure 1: “MiBand” architecture. Source: [15]

2.2. Privacy in wearable devices

In the mobile computing area, wearables still fall short relating to their privacy and security issues [16].

Discreetly these equipment sense, process and collect sensitive user information in a continuous manner [17],

[28].

Collected data by wearable devices can also be used to deduce more private information, especially when
combined with other data from different devices, which results in huge risks to the security and privacy of the

user [10].

The most controversial sensor is the “GPS” (Global Positioning System), since users feel watched and surveilled
knowing that their location is currently being monitored, and can be for example shared on social media by a

simple mistake [18].

“Unwinding Ariadne's identity thread: Privacy risks with fitness trackers and Online Social Networks” gives a
good idea about the problems that arise from the use of "wearables" paired with applications on "smartphones",
stating that it introduces several new attack vectors during the communication all of the involved parties, referring

to areas such as authentication and encryption mechanisms that are poorly implemented [10].

Some of the insecurity factors related to wearable devices are as following:

e Social unconsciousness: Activity trackers synchronize data that may be network-related of the user's friends
and acquaintances, so it can collaterally impact the lives of other people.

e Right to forget: Because tracking is continuous, it can both include data that the user wants to be remember
of later, as well as events that the user is not comfortable saving.

e Implications about location disclosure: Users analyzed in "Users' privacy concerns about wearables: Impact
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of form factor, sensors and type of data collected" revealed that they felt fear that their location was being
traced and may be disclosed to criminals or malicious third parties [18].

e Displaying confidential information: Wrist "Wearables" often show in their screen notifications to the user
that may be confidential information, and anyone around can easily gain access to this data.

e Low access control: People uninformed about storage on systems "cloud" feel that organizations will use your
personal data without your consent.

e Surveillance: Finally, users fear the constant vigilance that comes from the use of devices with sensors, as in

the future there may be implications about the sensitive data by them captured.

Some attacks have been developed and documented as is the case of “Assessment of Fitness Tracker Security: A

Case of Study”, in which the following vulnerabilities have been analyzed [19]:

e Communication between wearable and mobile devices:
o Public data bases
o Unsecure “BLE” connections
o Connections accept “unbounded” devices
e Communication between the mobile device and the server:
o Authentication credentials sent in clear text
o Poor use of “OAuth”
o Non authorized data sharing
e  “API” vulnerabilities:
o Allow the use of “WebViews” (that don’t offer the same level of protection as standard browsers,
and can also be faked)
o APIs with access tokens support, although they don’t support refresh tokens
o Some callbacks don’t force the use of secure “HTTPS” connections, allowing man-in-the-middle

attacks

2.3. Paranoid Methodology

The Paranoid Methodology it is not a new thematic, but it has become quite recently an area of study [29] with
the appearance of the doctoral research The POSMASWEB - Paranoid Operating Systems Methodology for
Anonymous and Secure Web Browsing [3], that implements a set of rules and operations to reinforce any operative
system, may it be desktop, server or mobile [30]. This methodology was developed from 2013 to 2020, seeing its
latest update when it became awarded research in the INNCYBER Research Awards for Best PhD Research in

cybersecurity.
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Figure 2: “POSMASWEB” architecture. Source: [3]

The methodology divides in layers the available applications, blocking common and unnecessary communications
or data between them at kernel level, and forcing all TCP/IP through an internal proxy onto a secure internet
communications relay or network, therefore, obfuscating from any ISP or traffic capture system the messages

content [3], [30].

With a Proxy Socks5 and IPTABLES configuration, all traffic is redirect from the layered communications
environment, through the internal firewall onto TOR, I2P or proprietary private internet relay system, maintaining
secret the physical MAC Address of the network card, the IP, DNS details and other information that might lead
to the discovery of the virtual or physical location of a given user [28]. Furthermore, this methodology uses a
triple TOR circuit to promote an untraceable location of the user, bypassing modern constrains from IDS/IPS and

Firewall systems every 60 seconds [30].

2.4. BLE Protocol architecture

Bluetooth low energy is one of the most popular and innovative technologies developed by “Bluetooth Special
Interest Group” (“SIG”), with the intent of becoming the best choice among all other standard wireless

technologies [20].

The good synergy between performance and energy consumption makes “BLE” a good choice for devices with

smaller battery capacity and for applications that only require a smaller signal range [21].

“BLE” protocol architecture is defined by three primary blocks of components, each having their own layers and

models.
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Figure 3: BLE protocol architecture. Source: Tosi et al. [20]

The application block is at the top of the architecture and represents the direct user interface. It also defines some
profiles using “SIG” with the purpose of encouraging interoperability between devices and different

manufacturers [20].

Next, the host layer utilizes some protocols and profiles that are basically functionalities provided by subjacent
protocols. The “BLE” pillar is known as “Generic Access Profile” (“GAP”), and its purpose is to define how
“BLE” devices communicate between them. It is also the responsible for the secure communications making use
of rules and security algorithms implemented by the “Security Manager Protocol” (“SMP”), being responsible of
the encryption/decryption of data packets [20]. After two devices establish a connection, they can only start
communications after a secure pairing (usual key change practices, for example “Diffie-Hellman” elliptic curve)
[19].

Still in this layer, the “Generic Attribute Profile” (“GATT”) determines the way data is organized and sent within
a “BLE” connection. It utilizes the protocol “Attribute Protocol” (“ATT”) to divide data into attributes (to facilitate

the transmission) as well as a transportation mechanism [19].

This layer also uses the “Logical Link Control and Adaptation Protocol” (“L2CAP”) to send packets to the “Host
Controller Interface” (“HCI”), or in case of “hostless” systems directly to the “Link Layer” (“LL”) [19].

Lastly, the final layer is the “Controller”, structured by the sublayers “Physical Layer”, “Link Layer” and “Host
Controller Interface”. The first one oversees modulating analog signals and transform them into digital symbols

(“BLE” devices can communicate by using “unicast” or “broadcast” connections).

“Link Layer” is constituted by a combination of hardware and software, being the layer that defines the type of
communications that can be made between “BLE” devices, and it also generates and defines the different functions

that each device is granted [20].

Finally, and still in this layer, the “Host Controller Interface” manages the communications between the
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“Controller” and the host, being the base of the “BLE” protocol, and it manages the communications between

hardware and the user application [20].

2.4.1. BLE: Connection

A connection is a permanent periodic packet exchange between two devices [22] that can be protected (or not)

with security measures that make it private.

There are two roles in respect to the “BLE” connections:

e Master (central): searches for packets announcing connectivity and consequently initiates the connection.
When there is an existing active connection, this is the device that manages all the settings and starts the
periodic packet exchanges.

e Slave (peripheric): periodically sends packets announcing its intention of connecting, being the device that
accepts connections started by the master. When the connection is established, it follows the settings defined

by the master and exchanges packets with it.

Before the connection begins, the peripheric device is in advertising mode, sending packets with the intention of
establishing a connection, while the master device is in discovery mode, meaning it awaits packets from the

peripheric device to establish connection [20].

When the master device finds the peripheric packet to connect, it sends the latter one a connection request with

intent to establish connection.

At this point, the devices can communicate between themselves using data packets.
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Figure 4: BLE connection between two devices. Source: [20]

The previous figure shows the connection process:

e a) Advertising mechanism

e b) Establishing connection

e ¢) Connection has been established and a packet is being transferred to the peripheric device
e d) Opposite of ¢)

e ¢) One way communication

2.4.2. BLE: Packet structure

The BLE packet structure is the same for all the communication types (broadcast and unicast) being divided into

four sections [20]:

e Preamble (“PRE”): size depends on the data flow rate, one or two bytes. This is the sequence of bits that the
receiver uses to define and control the frequency correspondent to the data flow rate

e Access Address (“AA”): group that includes the next four bytes that identify the physical connection of the
communications, and it is also used to exclude packets with different destinations

e Protocol Data Unit (“PDU”): depends on the type of communications being used (for example, there are a lot
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of different broadcasting packets);

e  Cyclic Redundancy Check (“CRC”): verifies the presence of errors while analyzing “PDU”.

PRE AA PDU CRC

1-2 bytes 4 bytes 2-257 bytes 3 bytes

Figure 5: BLE packet structure. Source: [20]

2.4.3. BLE: Related possible attacks

Specifically talking about Bluetooth related attacks, it’s important to notice that the protocol is public information
(as well as the way the protocol should be implemented), so it is important to follow the security procedures of
the protocol, so attacks like “Denial-of-Service” (“DoS”) or even attacks that grant full control of the devices are

not simple to execute [23].

Bluetooth Attacks

PIN Theft Eavesdropping Victim Device Treacherous Denial of Service Surveillance Miscellaneous
Attack Attack Cloning Attack Attack (DOS) Attack Attack Attack
PIN Cracking Man-in-the-Middle MAC Address | Backdoor MAC Address I At " >
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Blue-Chop Big NAK .
I TRetaek Attack Free Calling

Guaranteed Service

Attack Car Whisperer

Blue-Smack
Attack

Figure 5: Bluetooth attacks categories. Source: [23]

3. Methods

The principle that will be followed as the research method is “Action-research”, also known by other names
including “Participatory research”, “Collaborative research”, “Emancipatory research”, “Action learning” and

also “Contextual action-research” [24].

There is no certainty as to who formalized this method, as it is a hard methodology to define, since it is a very

natural process and it can appear in many different ways and can be developed differently for different use cases
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[25]. It is a study method that allows the learning component to come naturally while the project keeps moving
forward over time, in which the identification of the problem comes first, the researcher does whatever needs to
be done to solve it, and at the end the success of the efforts gets qualified, and if they were not enough it is tried

again [24].

According to “An Assessment of the Scientific Merits of Action Research”, Gerald Susman divides this
methodology into five different phases that are implemented in each research cycle [26]. Initially in the diagnosis
phase, the problem is defined and, since in this phase it is important to have a global vision of the whole problem,

to obtain a more detailed diagnosis, data is collected.

This is proceeded by the planning phase of the action, by a group of possible suppositions of the solutions, from
which an action plan emerges and is implemented by choosing the most adequate alternative. Consequently,

begins the execution phase in which starts the execution of the previous planned actions in the initial phases.

In the fourth phase (evaluation), the data is collected, analyzed, and interpreted relatively to the action success

rate. Lastly, the problem is reevaluated, and a new cycle starts in the process.

DIAGNOSING
Identifying or
defining a problem

SPECIFYING ACTION PLANNING
LEARNING Considering alternative
Identifying general courses of action
findings for solving a problem

Development
of aclient-
system
infrastructure

\\

EVALUATING ACTION TAKING
Studying the conse [~-—————————————  Selecting a course
quences of an action of action

Figure 6: Action-Research model. Source: [26]

This methodology can be characterized by seven key principles [27]:

e  Reflective criticism
e Dialectical criticism
e  (Collaborative resource

e Risk
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e  Plural structure

e  Theory, practice, transformation

In this project the following topics are planned to be executed in each of the different phases of the chosen method

(“Action-Research”):

e Diagnosis:
o Verify how the applications work
o Verify how they communicate
o Verify how they store data
o Verify how they share data

Action planning:
o Decision of the arguments to be included in the solution (possibly building a prototype)
o Mitigation measures to be included in the solution
o Included tools
o Decide if the solution is deliverable of not, and if it can be in the prototype model

Action execution:

o Building the prototype

Evaluation:
o Prototype results

o Prototype validation (privacy and security objectives)

4. Expected findings

The main purpose of this project, is to capture and register the behavior of the chosen wearable fitness tracking

equipment “MiBand”, developed by the Chinese company “Xiaomi”.

The most important part of this project is to find out how the communications are being made throughout the
whole process, starting from the setup of the wearable and its consequent communications with the mobile device
that it is paired to, until the final communications between the mobile device and the external servers that maintain,

and store user data captured by the wearable device itself.

To achieve the objectives defined in 1.2, it is imperative that the “Bluetooth Low Energy” protocol is studied (for
local communications), as well as all the protocols that are included in the network side of the communication, to

limit and define the problem universe.

Starting by the “BLE” protocol, Android devices after 4.4 version have the functionality to capture and register
Bluetooth traffic by simply navigating to the developer options and activating “Enable Bluetooth HCI snoop log”.

The log file generated is stored in a zone of the device memory that require administrator permissions, or as it is

generally called “root” access.
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It is also possible to find and catalog BLE services and characteristics of specific BLE devices, by using a BLE

scanner application for Android.

With the log file generated it is possible to analyze BLE traffic (using for example Wireshark) in conjunction with
the BLE scanner app report.

WI-FT traffic in Android devices applications is usually encrypted as the apps make use of signed trusted
certificates. Most of the big applications use a technic called “Certificate Pinning” meaning that the
communication can only be established if the connection host certificate is expected by the application itself.
Basically, apps hard code their certificates within their code (with security measures so they cannot be swapped
manually, for example checksums), but in this case “MiFit” app doesn’t make use of this security measure, which
means that with a couple changes to the “.apk” file itself (Android application package), the traffic can be sniffed

in plain text using a “man-in-the-middle” attack.

It is possible to decompile the application “.apk” file, manually change the manifest file to allow custom user
installed certificates, recompile and self-sign the app again without any repercussions to the functionality of the

application.

With these changes on the “.apk” file it is possible to decrypt the whole communication between the mobile device
and the external servers, since the certificate used in the communication is in our possession making it easier to

follow the trail of the user data being exchanged.
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