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Abstract 

Cybersecurity of ships constitutes a hot topic with increased vulnerabilities in the context of digitalization. 

Interestingly, little is known about ships cyberattacks both in terms of types, frequencies and potential responses 

and/or mitigation plans. By mobilizing Admiral dataset, we set up a few statistics to present the problem of 

cybersecurity in the maritime sector focusing on ships cyberattacks. Owing to a bibliometric co-citation analysis, 

we described the main themes developed by the top four cited papers of each cluster and provide a literature 

review with the most recent papers highlighting the most recent themes and concepts of interest to increase ships’ 

cyber resilience. 
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1. Introduction 

In the context of increased digitalization, ships cyberattack constitute a hot topic with potentially drastic economic 

losses and supply chain blockages. The cyberattacks of the two majors ship owners (MAERSK in 2017 and CMA 

CGM in 2020) hinder major future important risks for the whole maritime transportation industry which could 

potentially lead to total blockage of maritime supply chains in case of multiple attacks in different geographic 

areas. According to “Maritime Cyber Priority 2023” survey conducted by DNV (2023), a significant proportion 

of maritime professionals predict serious consequences from cyber incidents. Specifically, 76% believe that such 

incidents could likely lead to the closure of a strategic waterway. Additionally, 60% anticipate that cyber-attacks 

could result in ship collisions and 68% see the possibility of groundings. Furthermore, 56% of these professionals 

even expect such incidents to potentially cause physical injury or death. 

Even though the technological and economic consequences can be drastic, there is still limited information 

regarding the current extent of the phenomenon as professionals may underreport these threats and attacks. In the 

keywords co-occurrence analysis of [64] (2023:455), ships appear as a separate phenomenon of interest in their 

search related to cybersecurity in maritime transportation. To our knowledge, no paper proposes an analysis of 

the literature specifically based on ships’ cyber risks and resilience apart from [41] that provides a technological 

approach, not integrating the human and organizational aspects. Most papers in the literature are related to the 

“maritime transportation” or the “maritime industry” with a larger focus. 

In this paper, we wish to describe the phenomenon and provide a state of the art on the main challenges to increase 

ships’ cyber security digital resilience. We develop the following research question: What do ships’ cyber-attacks 

represent and what are the main challenges to increase their digital resilience? Following a few definitions and a 

characterization of the particularities of ships’ cyber risks [2], we propose an assessment of the phenomenon of 

ships’ cyber attacks with a few statistics, present our research methodology [3] followed by a bibliometric analysis 

[4] and a literature review of most recent themes [5]. 

2. Cybersecurity in maritime transportation: definitions and particularities 

90% of maritime trade is made by the seas. Because of new regulations and economic reasons, the maritime sector 

is digitalizing systems in order to become more efficient. Digital systems allow performing complex procedures 

automatically or with remote assistance. Thanks to the evolution called the “Industry 4.0 revolution”, IT 

(Information Technology) systems have started to communicate with OT (Operational Technology) systems 

bringing new capabilities to the industrial procedures. Also, this evolution includes communication capabilities 

with different objectives i.e., fleet monitoring or preventive maintenance.  

At the same time, attackers have seen in these systems an opportunity to penetrate in critical systems and affect 

their security. These attacks targeting digital systems, called frequently as cyberattacks, are more and more 
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numerous. There exist databases as Admirala [30] that list known cyberattacks impacting the maritime sector. 

Figure 1 represents the evolution of the number of maritime cyberattacks. We can easily appreciate that since 

2018, the number of cyberattacks is rising fast. Also, some important companies as Maersk in 2017 had suffered 

important consequences.  

  

Figure 1: Number of cyberattacks in maritime sector per year 

Due to this situation, the International Maritime Organization (IMO) adopted resolution MSC.428(98) on 

Maritime Cyber Risk Management in Safety Management System (SMS) in 2017. IMO stated through this 

resolution that shipowners should consider in the SMS cyber risk management in accordance with the objectives 

and functional requirements of the (International Safety Management) ISM Code. This resolution has been 

followed by a second publication where the IMO present high-level recommendations on maritime cyber risk 

management. Although resolution MSC.428(98) has been published in 2017, administrations had started to verify 

if cyber risks are appropriately addressed in SMS since 1 January 2021. 

Multiple definitions exist for all the terms used in maritime and cybersecurity domains. For our work, we have 

decided to follow the definitions of BIMCO’s guidelines because this guide regroups the needs of the conjunction 

of these two domains [14]. All common terms and types of cyberattacks are well defined taking in account 

maritime specificities. For instance, cyberattack is defined as follows: 

Cyberattack is any type of offensive maneuver that targets IT and OT systems, computer networks, and/or personal 

computer devices and attempts to compromise, destroy or access company and ship systems and data. 

Maritime systems present multiple particularities due to used systems, size, and the environment. When maritime 

vessels are navigating offshore, communications become difficult. For this, ships are commonly quite isolated 

and the information exchanges with the shore are limited. This isolation is also applied for the crew. That is, a 

 
a Admiral (Advanced Dataset of Maritime cyber incidents Released for Literature) database is available online at: 

https://gitlab.com/m-cert/admiral/ Accessed 06 February 2024. 
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reduced crew with limited knowledge of cybersecurity needs response to crisis scenario and take experts aboard 

is not always possible. Also, they embark numerous industrial systems as engines, pumps, or water treatment. All 

of them are critical systems due to their importance and potential consequences in case of malfunctioning. It is 

important to understand that often the reaction times are important because of the size of vessels reducing the 

maneuverability. Also, these industrial systems use specific protocols that are only used in the maritime sector as 

NMEA. In addition, the seas are regulated by organizations as the IMO but also by multiple countries for shore 

navigation or when entering into a port. The hierarchy and different actors as the Maritime Rescue Coordination 

Centres (MRCC) can impact the definition of response procedures. 

3. Methodology 

In this section, we present the followed methodology for making and statistical analysis of known cyberattacks in 

maritime sector and the bibliometric analysis for research works.  

3.1. Statistics 

Admiral database is available for free in a Gitlab repository and regularly updated with new information. All this 

data can be downloaded in a CSV (Comma Separated Values) file. This format allows importing this data into 

numerous software as LibreOffice Calc or Microsoft Power BI. These two software solutions have been used to 

make a basic statistical analysis based on the columns of the table. The last column includes external links that 

allows exploring further details. 

3.2. Bibliometric analysis and literature review 

We developed a bibliometric review on ship cyber-attacks and threats with the software VosViewer [66]. A key 

benefit of bibliometric methods is their ability to help reduce reviewers’ subjectivity and bias, which are inherent 

in conventional qualitative reviews [77]. We followed the four-step procedure as outlined by Kovacs et al. [36]. 

First, we started to select our sample of articles by identifying the 4 most cited papers in Web of Science (WoS) 

core collection databases, in the research area « business economics », with the key words “« cyber security » and 

« maritime transportation » which led to a set of 72 articles. Finally, we conducted a co-citation analysis (CCA) 

of cited references with a threshold of 3 co-cited references that lead to the core 43 articles that constitute the main 

historical themes in ship cyber security and resilience. Finally, we interpreted the results of the CCA by labelling 

each of the 5 clusters obtained, describing their content with the top 4 more cited papers and analyse the links 

among these clusters. 

4. Statistics  

In this section, we present the results of statistic and bibliometric analysis. We also include the description of the 

most know relevant cyberattacks impacting the maritime sector impacting maritime navigation. 

4.1. Statistics with graphs 
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In this subsection, we analyze the evolution and distribution of cyberattacks based on the cyberattacks identified 

in Admiral Database. It is important to understand the limitations of this database. First, only the attacks impacting 

the maritime sector directly are listed. Cyberattacks impacting organizations out of this perimeter, as several 

logistic companies, are not taken into account. Second, only attacks having a significant impact are cited. For 

example, little phishing campaigns with no success are not listed. Third, each cyberattack is categorized in one 

category when it can impact multiple actors, or a set of vulnerabilities can be exploited by different means. Finally, 

Admiral only includes cyberattacks where public information has been shared. 

In the maritime sector, there exist numerous actors as ports, logistics, shipowners, and shipyards. All of them can 

be a target for a cyberattack as we can appreciate in Figure 2. This figure illustrates that cyberattacks targeting 

shipowners, ports and logistics represent nearly half of the total. This can be caused because of their economic 

importance and because they communicate with numerous actors through exposed systems as websites and e-

mail. Other actors are less exposed to cyberattacks because they are more isolated and more protected due to its 

critical importance. 

    

Figure 2: Type of cyberattacks in maritime sector per target types 

Figure 3 presents the distribution of listed cyberattacks by type. The most common used attacks are malware and 

ransomware. These types of attacks exploit different vulnerabilities to access and compromise IT and OT systems. 

In the case of ransomware, attackers demand a ransom to the organization to recover the normal functioning of 

their systems. In second place, Denial of Service (DoS) attacks compromise the availability of servers. Intrusion 

and data leak are attacks with similar objectives that are often related to economic or industrial spying interests. 

Finally, GPS and AIS jamming and spoofing impacts on the security of navigation and the quality of the data used 
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by the fleet centers. 

  

Figure 3: Type of cyberattacks in maritime sector 

Figure 4 presents the distribution of cyberattacks targeting ships by type. The most common attacks impact GNSS 

(Global Navigation Satellite System) position and AIS systems. It is difficult to dissociate GNSS and AIS attacks 

because AIS transponder transmits the received GNSS position. That is, if GNSS position is attacked, AIS position 

is also corrupted. In addition, GNSS attacks are often detected analysing AIS data. In Admiral database, attacks 

targeting GNSS are presented in the category “GPS/AIS/jamming/spoofing”. That is because GPS is the most 

used and known GNSS and sometimes these two acronyms are misused. It is important to note that some 

cyberattacks as GNSS Jamming and AIS spoofing are not anymore listed because they have become ordinary 

scenarios. They are only listed when their impact is notable for maritime navigation. Nevertheless, attacks 

targeting vessels can produce bigger consequences than in other targets because of the criticality of impacted 
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systems i.e., loss of human lives or produce environmental catastrophe. 

   

Figure 4: Type of cyberattacks in ships 

Until now, no major incidents impacting navigation safety have been recorded. In recent years, some cyberattacks 

were directly targeted on ships. As we can appreciate in Figure 5, the number of cyberattacks targeting ships is 

low. However, until today ships were quite isolated to external connections because of poor communication links. 

Today, they exist better communication possibilities thanks to new satellite constellations as Starlink or Marlink. 

They bring new applications but also new risks. In addition, industrial systems offer more connection possibilities 

as the result of industry 4.0 revolution that will take advantage of these high bandwidth and low latency 

connections. 

  

Figure 5: Evolution of the number of cyberattacks on ships 
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To aboard these risks, IACS (International Association of Classification Societies) had adopted new requirements 

in terms of cybersecurity that are listed in two documents: UR E26 and UR E27. These requirements will be 

applied to new ships contracted for construction on and after 1 January 2024. 

All this data and statistical analysis let us conclude that maritime cyberattacks have in general big economic 

consequences and even if they do not target ships directly, they can compromise the navigational safety. The most 

common incidents that can impact ships are related to GPS and AIS jamming and spoofing. As well, exploitation 

of common vulnerabilities through malware and more precisely ransomware is usually employed. Additionally, 

multiple attacks that had been classified for ports and shipowners had been an impact on maritime navigation 

creating delays and potential safety risks. These attacks prove that cybersecurity is not only a technological 

challenge but also, they require new procedures for human organization and management. 

4.2. Major known maritime cyberattacks impacting ships and lessons learned 

Some cyberattacks had been widely known because of their impact and the importance of the targeted companies. 

The three biggest companies in the maritime shipping industry have suffered important cyberattacks: MSC (2020), 

Maersk (2017) and CMA-CGM (2020). These cyberattacks serve as a reminder of the ongoing cybersecurity 

challenges faced by large corporations and the need for robust defense strategies. Also, these attacks highlighted 

the vulnerabilities of critical infrastructure and global supply chains to cyber threats. In this section, we describe 

these three cyberattacks in addition to GPS attacks in the black sea. They evidence that every actor is concerned 

and can be impacted because collateral consequences. 

One of the most cited attacks has been performed against the shipowner Maersk in 2017. This cyberattack has 

been the first known major attack against a major actor in maritime shipping. Maersk is one of the biggest 

companies of maritime transport with a fleet of more than 900 ships transporting about 20% of the world’s GDP. 

In June 2017, the malware Notpetya allows entering Maersk’s networks and spread over all IT systems, that is, 

more than 55,000 computers and 4,000 servers in less than 7 minutes. In consequence, they have lost access to 

more than 2000 business applications. The repercussions were a drop of 20% of transported volume with a cost 

of 300M$. After 14 days, Maersk recover the most critical systems. And 1 month after, they have reached a total 

recovery. Even if this cyberattack had targeted office IT systems, ships had been also impacted losing important 

communications with the shore creating important potential security risks. The company had communicated and 

shared abundant details about the impacts and recovery measures. 

In September 2020, CMA-CGM, the third world's largest shipping companies, fell victim to a cyberattack. The 

attack targeted the company's IT systems, leading to disruptions in its global operations. CMA-CGM's booking, 

and documentation systems were affected, causing delays in cargo shipments. The cyberattack impacted various 

aspects of the company's operations, including customer service and communications. CMA-CGM initially 

confirmed the incident as a ransomware attack but did not disclose the specific ransom demands. CMA-CGM 

worked to restore its systems and services while cooperating with law enforcement agencies to investigate the 

incident. The company assured customers that its core shipping operations remained functional despite the 
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cyberattack.  

MSC suffered a cyberattack in April 2020b with limited operational impacts thanks to well-defined Business 

Continuity Plans (BCP). However, multiple digital tools as well as their website (www.msc.com) were unavailable 

for a few days because of the strategy of the contingency plan. MSC shared technical information with its partners 

to prevent this from happening again. 

In 2023, DNV said its ShipManager software had been hit by a ransomware attack impacting 1000 shipping 

vesselsc. This modular software solution supports management of vessels and fleets in all technical, operational 

and compliance aspects. In consequence, users worked with an offline and disconnected solution. 

Also, some examples of cyberattacks impacting ships are presented in the guidelines avoiding identification 

details [14]. Most of them are caused by not respect of IT hygiene measures. A dormant worm that spreads via 

USB devices was discovered in a disconnected power management system. Ransomware attacks are also capable 

to brute force password because poor policies and impact the availability and confidentiality of critical systems.  

In recent years, incidents of GNSS spoofing have been reported all across the globe as in the Black Sea, posing 

significant challenges for maritime navigation (C4ADS, 2019). This type of incident had also appeared in 

Shanghai. GNSS spoofing involves the transmission of false signals to deceive GNSS receivers, leading vessels 

to believe they are in a different location than they actually are. False positions are shared by the AIS system with 

stakeholders producing serious consequences for maritime safety and security. Ships relying on GNSS for 

navigation may experience misalignment of their positions, potentially resulting in collisions, groundings, or other 

navigational hazards. 

These attacks taught us that the maritime sector is vulnerable to cyberattacks that result in significant financial 

and operational losses. They also showed us how quickly attacks propagate through networks, affecting globally 

interconnected systems and causing ripple effects throughout the industry. For instance, a cyberattack against a 

shipowner can have an impact on multiple actors participating in the maritime supply chain. Attackers exploit 

vulnerabilities from heterogeneous IT and OT systems complicating the protection of maritime networks. 

All these attacks can disrupt communication and coordination among vessels, port authorities, and maritime traffic 

management systems. These incidents highlight the vulnerability of the maritime industry to cyber threats and 

underscore the need for enhanced cybersecurity measures and resilient navigation systems to mitigate risks and 

ensure the safety of maritime operations. 

5. Bibliometric analysis and a literature review of most recent themes 

5.1 Bibliometric analysis 

Figure 6 shows the bibliographic map of five clusters based on CCA. We made the interpretation of these clusters 

 
b https://www.msc.com/en/newsroom/news/2020/april/network-outage-resolved Accessed 06 February 2024. 
c https://www.dnv.com/news/cyber-attack-on-shipmanager-servers-update-237931 Accessed on 06 February 2024. 

https://www.msc.com/en/newsroom/news/2020/april/network-outage-resolved
https://www.dnv.com/news/cyber-attack-on-shipmanager-servers-update-237931
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based on the top-four articles cited. In addition, to provide a vision of the clusters with most weight within the 

overall map, we provide in Table 1 the number of total articles per cluster and the average number of citations per 

article (based on the top-four most cited articles). 

Table 1: Indicators of references output and citation impact cited by 2432 articles included in the dataset; core 

of 43 articles that constitute the CCA 

Cluster Label Number of 

articles 

Top 4 most-cited articles 

A AIS vulnerabilities 16 [12], [11], [58], [61] 

B Cyber risks 

scenario and human 

training 

11 [2], [50], [64], [16] 

C AIS cyber threats 

and defences 

8 [15], [62], [53] 

D Economic 

consequences 

4 [55], [18], [47], [19] 

E Data-driven cyber 

security 

4 [49], [45], [40], [71] 

 

   

Figure 6: CCA of ships cyberattacks and resilience 

In the overall map of CCA, there are two central clusters that dominate the field (Clusters A and Cluster C) that 

share the central AIS technology that is currently the most vulnerable in ships. On the right side, Cluster C provides 

responses to cyber-attacks by highlighting the main role of human training. On the left side, Cluster D concentrates 

on the main economic impacts and consequences of cyberattacks both on ships and ports. Finally, Cluster E 
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proposes several data-driven methods to cope with cyber risks. 

5.1.1. Main cyber threats and vulnerabilities for ships 

• Cluster A (Red): AIS cyber threats and vulnerability patterns 

Cluster A gathers the most cited papers of the whole CCA, historically the most influential papers in ships’ cyber 

security and resilience, by order of importance: Tam and Jones [61], Balduzzi et al. [12] and Svilicic et al. [58]. 

These papers use both qualitative method and simulations to provide surveys that highlight the main cyber threats 

and vulnerabilities on ships, potential causes and frameworks to cope with them. Tam and Jones [61] introduce a 

model-based risk assessment framework which considers a combination of cyber and maritime factors. 

Confronted with a range of ship functionalities, configurations, users, and environmental factors, this framework 

aims to comprehensively present maritime cyber-risks and better inform those in the maritime community when 

making cybersecurity decisions. By providing the needed maritime cyber-risk profiles, it becomes possible to 

support a range of parties, such as operators, regulators, insurers, and mariners, in increasing overall global 

maritime cybersecurity. Svilicic et al. [58] focused on the integrated navigational system (INS) that enhances the 

effectiveness and safety of ship navigation by providing multifunctional display on the basis of integration of at 

least two navigational functions, the voyage route monitoring with Electronic Chart Display and Information 

System (ECDIS) and collision avoidance with radar. The identified threats were analyzed qualitatively to study 

the source of cyber risks threatening the INS. The results obtained point out cyber threats related to weaknesses 

of the INS underlying operating system, suggesting a need for occasional preventive maintenance in addition to 

the regulatory compliance required. With the same objective of identifying the main vulnerabilities on ships, 

Awan et al. [11] focused on 59 historical accidents reported in literature and highlighted various vulnerability 

patterns, their causes, and consequences, with geographical as well as temporal relationships with different 

vulnerable IBS components. Finally, Balduzzi et al. [12] provide technical responses to AIS threats with protocol 

specifications that are tested with a simulation. 

Closely related to Cluster A, Cluster C extends and details concrete responses to the main cyber vulnerabilities 

identified in Cluster A. 

• Cluster C (Blue): AIS cyber threats and defenses 

Grant et al. (2009) is one of the first papers that highlighted the Global Positioning System (GPS), possibly 

together with other GNSS, as potentially vulnerable targets to unintentional interference or jamming. These 

vulnerabilities can lead to a complete failure of the mariner’s GPS receiver, or, possibly worse, the presentation 

to the mariner of hazardously misleading information (HMI) for navigation and awareness, depending on how the 

GPS receiver reacts to the jamming incident, The General Lighthouse Authorities of the United Kingdom and 

Ireland (GLA) in collaboration with the UK Ministry of Defense (MOD), Defense Science and Technology 

Laboratory (DSTL) were then one of the first to conduct a series of sea-trials with the aim of identifying the full 

effects of GPS jamming on safe navigation at sea. All the other papers of Cluster C provide defenses’ techniques 

and strategies to cope with GNSS attacks and more precisely with GPS attacks. Bhatti et al. [15] explored civil 

maritime transportation’s vulnerability to deceptive GPS signals and developed a detection technique that is 
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compatible with sensors commonly available on modern ships. It is shown that despite access to a variety of high-

quality navigation and surveillance sensors, modern maritime navigation depended crucially on satellite 

navigation and that a deception attack could be disguised as the effects of slowly-changing ocean currents. In the 

same vein, Psiaki and Humphreys [53] investigated how GNSS could be spoofed by false signals, but special 

receivers can provide defenses against such attacks. This paper discussed numerous defenses strategies ranging 

from special signal processing within a traditional GNSS receiver to employing advanced encryption-based 

techniques on GNSS measurements. Finally, and totally aligned with the most recent cyberattacks like DNV, Tam 

and Jones [62] enlarged the scope of analysis of ships cyber-attacks by integrating ports as potential targets that 

can indirectly arm ships. They developed a critical analysis of current risk assessment tools and frameworks for 

the safety of ships and ports and individuals highlights the fact that they do not integrate and revise in real time 

dynamic factors such as the environment and change. In addition, operational risks can be affected by the relatively 

equal presence of information and operational technology (i.e. IT/OT). However, most quantitative risk 

assessment frameworks are normally limited to one of the other. 

5.1.2. Perceived ship cyber risks and scenarios to improve training 

The most cited papers mainly focus on training (Cluster B) as a human response to ships’ cyber-attacks and threats 

as a way to mitigate the main threats and vulnerabilities highlighted in Cluster A and C. 

• Cluster B (Green): Perceived ship cyber risks and scenarios to improved training 

What distinguishes Cluster B from others is the fact that they highlight the key role in human training to 

improve cyber resilience. Alcaide and Llave [2] developed a questionnaire on maritime professionals that show 

that they are not well prepared in terms of training. They also highlighted the cyber risks in critical maritime 

infrastructures. Thai and Grewal [64] developed a study from the Maritime Security College in 2005-2006 (focus 

group of experts followed by a survey) on the Maritime Security Management System (MSMS) to identify key 

shore-based and near-shore activities associated with maritime operations that were not covered by the 

International Ship and Port Facility Security Code. Apart from the technical side stated as “security elements”, 

they were one of the first and still very few to focus on the importance of humans in different aspects such as the 

attitude towards activities, the importance of relationships between different stakeholders at sea, the perceived 

effectiveness of security dimensions (information security only ranked 6), the attitude towards criteria of a 

good/effective MSMS and the attitude towards inputs of curriculum for education and training needs. Poyhonen 

et al. [50] questioned the trust of humans on the technological architecture. Finally, Bodeau et al. [16] identified 

ways in which a system-of-systems threat scenario could be used and demonstrated the potential utility of the 

general threat modelling framework by providing an initial system-of-systems scenario. 

Clusters A, C and B focus on the main cyber threats and vulnerabilities toward ships. The other main cited papers 

focus on the potential economic consequences of cyberattacks (4.3.3) and on new computer-science methods that 
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propose a data-driven cyber security (3.3.4).  

5.1.3. Economic consequences of cyberattacks   

• Cluster D (Yellow): Economic consequences of cyberattacks   

Cluster D clearly distinguishes from the others with an economic perspective of the potential losses of ship and 

port cyberattacks. As seen in the MAERSK ransomware on a port, port and ship cyberattacks are related among 

them. Park [47] studied the economic impact of a terrorist attack on Long Beach ports in Los Angeles (US) with 

a new supply-side National Interstate Economic Model (NIEMO) with political implications, notably the 

significant economic impacts among other states, finally it provides prevention measures. In the same vein, Rose 

[55]: developed an estimation of the total economic consequences of a seaport disruption (Beaumont and Port 

Arthur in Texas, US) factoring in the major types of resilience. She used a methodology with a combination of 

demand-driven and supply-driven input-output analyses. She showed that the gross regional output could decline 

by 13 billion dollars, but resilience can reduce these impacts by nearly 70%. Finally, Bou-Harb et al. [18] proposed 

a new approach to Cyber Physical systems (CPS) security in a coupled and a systematic manner that federates the 

cyber and physical environments to infer and attribute tangible CPS attacks. The methodology includes real cyber 

threat intelligence derived from empirical measurements and investigating CP data flows by devising an 

innovative CPS threat detector. The results present 3 case studies and remediation strategies. Last, DiRenzo [19] 

still stated that the vulnerabilities to cyberattacks of today’s marine transportation system have not been well 

studied. This paper explored the vulnerabilities of shipboard systems, oil rigs, cargo and port operations. 

5.1.4. Computer-science methods that propose a data-driven cyber security 

• Cluster E (Purple): Data-driven cyber security 

All the papers of Cluster E have in common to mobilize computer-science methods to propose a data-driven cyber 

security.  

First, Polatidis [49] stated that existing attack graphs generation methods are inadequate to protect dynamic supply 

chain risk management environment as they do not integrate different important criteria (entry and target points, 

propagation length, location and capability of the attacker). This research proposed a new method using constraints 

and Depth-first search to effectively generate attack graphs with an application in a real maritime supply chain. 

Xiao [71] developed surveys the pattern mining with data collected from the maritime traffic safety management 

to constitute knowledge-based systems to improve traffic forecasting and safety. Liu [40]: highlighted that AIS 

data often suffers from undesirable outliers (i.e. poorly tracked timestamped points for vessel trajectories) during 

signal acquisition and analog-to-digital conversion. This data then had negative effects on VTS services such as 

maritime traffic monitoring, intelligent maritime navigation and vessel collision avoidance. This research 

proposed a two-phase data-driven machine learning framework to improve the quality of the AIS dataset. Finally, 

Munusamy [45] designed a blockchain-enabled edge-centric framework for analysing the real-time data at the 

edge of the networks with minimum latency and power consumption while meeting the security and privacy issue 
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of Maritime Transportation Systems (MTS). 

As a conclusion, we can summaries these clusters in four main themes: 1) Technological (Clusters A and C) with 

a main focus on the AIS technology; 2) Human role in cyber security and resilience with a main focus on lack or 

ill-adapted training; 3) Economic consequences of cyber-attacks and threats; 4) Research methods with a focus 

on emerging data-driven methods. In the paragraph below, we complete this bibliometric analysis with a summary 

of the most recent papers in each theme and add additional emerging themes and concepts of research. 

5.2. Maritime ships cyber security: what are the most recent remaining challenges to increase ships’ 

resilience? 

Based on the most recent papers that provide a literature review ships cyberattacks and risks, we have summarized 

below the main technological, human, economic and research method gaps that yet appeared in the clusters of the 

bibliometric analysis. This will allow us to present other themes highlighted in most recent papers. In addition, 

we have added themes and concepts that come from organization and management science that we believe can 

add value added to future research. 

Table 2: Most recent themes related to ships’ cyber risks and resilience and suggested concepts of interest 

Related 

clusters 

from 

CCA 

(Fig. 6) 

and new 

themes 

Themes Topics and references with an assessment of 

their level of use in research papers. 

[Classified to their level of development in 

research papers: * Still under developed, ** 

Developed regularly, *** Classical 

approaches] 

 

A Technological 

 

 

Infrastructure and dedicated networks*** 

[43],[33], Infrastructure connecting IT and 

OT systems both in the bridge and the base 

station* [43], security of the information 

onboard **[43], specific research for 

Maritime Autonomous Surface Ship 

(MASS) * [3],[4],[9],[43], design of 

technical solutions** [17],  engine 

devices*[13], digital transformation* [44], 

data challenges** [1],  IOT-enabled 

cybersecurity* [10], [28], blockchain* [25], 

encrypt AIS* [27], cyber physical systems 

[31], cyber-attacks detection** [38], deep 

learning* [37] 

B Human Human talent* [43], impact of social 

networks on crew’s behavior with 

GNSS*[43], training** [17], [33], navigator 

knowledge to interpret cyber threat [21] 

 

C Economic Weaver et al., [69] done on ports but not on 

ships; few assessments* [1] 
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consequences 

D Data-driven cyber 

security and others 

methods, models 

and frameworks 

Platform to detect cyber-attacks* [43], build 

a platform* [1], machine learning* [7] 

Other Organizational Strategic Communications* [43]; Risk 

Management and evaluation (mostly derived 

from industry) and need to be tailored to 

maritime* [43], maritime security culture* 

[43], cyber preparedness* [70], cyber 

surveillance of devices** [70], reporting 

systems* [21], cyber resilience training* 

[22] 

Other Strategic Maritime security governance* [43], [21], 

hackers profiles beyond NIST SP 800-30* 

[13] 

Other Ecosystem 

 

Legal 

Transversal to these 

themes 

Cybernetic attack scenarios** [43], build 

resilient navigation supply chains* [1], ship 

to ship and ship to shore [63] 

 

 

Regulation* [5], [17], [43], evaluation of 

policies and standards* [1], [43], Insurance 

*frameworks [17], 

Cyber resilience* [17], digital 

resilience*[26], cyber resistance* [17], 

communication systems** [13], evolving 

and dynamic issues of cyber security* [1], 

smart shipping** [8], cybersecurity 

guidelines for resilience [20], complex 

adaptive systems [34],[35] 

   

 

   

   

In the most recent papers, the main research frameworks are related to computer-science and risk management 

but have a less emphasis on human and organizational issues that can be tackle at different units of analysis (team, 

organization, ecosystem. Table 2 suggests to pursue the research in human and economic consequences which are 

from far the less developed in comparison to technological papers. In addition, it provides further attention on 

new themes such as the organization, the strategic choices and the legal aspects. 

6. Conclusion 

We develop the following research question: What do ships’ cyber-attacks represent and what are the main 
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challenges to increase its digital resilience? The consequences of ships cyberattacks and threats have been so far 

mainly technical with sometimes huge economic consequences. In the future, these attacks may potentially have 

larger impacts such as a whole supply chain blockage worldwide with indirect human losses. 

This paper provides an overview of the statistics regarding ships cyberattacks and an analysis of the literature 

review through two stages: firstly, a bibliometric analysis based on the most cited papers of WoS core collection 

database and secondly an analysis of the most recent papers in WoS and in Google Scholar.  

In terms of importance of the phenomenon, the figures show that ships cyber-attacks are very frequent, most of 

them are targeting the AIS and the GNSS. Different types of ships cyberattack occurred but the most frequent 

ones are currently the ransomware and, spoofing and jamming attacks targeting AIS or GNSS systems [6], [24]. 

This is because they are two of the most vulnerable devices on ships.  Recently, a higher number of ships’ cyber-

attacks are related to war contexts such as Ukraine in the Black Sea or Iran in the Red Sea. 

In terms of research methodology for data collection, finding empirical data regarding ships’ cyberattacks remains 

a challenge for several reasons: firstly, the main maritime databases are incomplete and do not include 

cyberattacks and cyberthreats in their key words (the ADMIRAL French database has recently been recognized 

as one of the most complete by the OMI); secondly, many maritime organizations keep the information 

confidential on their cyberattacks or threats for different reasons (time-consuming, reputation effect, strategical 

to better prevent future risks....). Regulation and some State members like France incite shipping companies to 

declare make a declaration if they have faced a cyberattack to the National Agency of Information Systems 

Security - Agence Nationale de la Sécurité des Systèmes d’Information (ANSSI) and to the  CNIL Commission 

Nationale de l'Informatique et des Libertés) in case of data leak; in Europe, stakeholders that have lost data during 

a cyberattack or threat should initiate a declaration to  the European Union Agency for Cybersecurity (ENISA) 

platform d . Finally, a dew recent cyber-attacks combined multiple sites, potentially located in different 

geographical areas. Hence, cyber security and resilience policies should not only consider ships per se but also all 

the stakeholders in the maritime ecosystem [67] with whom the ship is potentially in contact through its IT systems 

(main headquarters of maritime companies such as ship owners/classification societies/IT and electronic 

providers/insurances, fleet management centers, ports).  

Hence, a cyberattack on a ship owner or in a port will have potential indirect consequences on ships at sea (i.e. 

blockage, data leak) and vice versa to a lesser extent. To improve our knowledge on ships’ cyber resilience, we 

argue that we should develop further research on the human, organizational and ecosystem units of analysis while 

developing case studies [63] in collaboration with practitioners and the main maritime associations such as 

BIMCO, IACS. Finally, we will need to further study the shared decision-making between the sea and the shore 

with diversified research methods including computer data-driven and human social science qualitative 

approaches. 
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