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Abstract

The increasing threat of military communication interception emphasises the critical need for secure data
transmission methods to safeguard highly sensitive information. This research investigates ways to enhance
communication security in Sri Lanka’s military by employing a hybrid system that integrates Advanced
Encryption Standard (AES), Rivest Shamir Adleman (RSA), and Least Significant Bit (LSB) steganography. The
aim of this study is to devise, implement, and evaluate a hybrid cryptographic system that utilises AES-256 for
encryption, RSA-2048 for key exchange, and LSB steganography, focusing on improving the security and
operational efficiency of military communications. The system was developed with the NetBeans Integrated
Development Environment (IDE) and Java Cryptography Architecture (JCA), using AES-256 for symmetric
encryption, RSA-2048 for managing asymmetric keys, and LSB steganography to embed the encrypted data in
digital images. A performance evaluation was conducted to measure the execution times of encryption,
decryption, and steganography processes, as well as the precision of data extraction, and the system's resilience

against potential security threats. The results indicated that AES encryption provided fast and efficient data
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protection, RSA managed secure key exchanges efficiently, and LSB steganography successfully concealed the
encrypted information in images without causing noticeable visual differences. These findings confirm that the
system offers a robust and secure approach to military communications, although the encoding time for
steganography increased with larger image sizes. A proof of concept was developed to demonstrate and assess the
proposed solution, incorporating only the vital elements needed to effectively showcase each phase of the secure
communication process. This study enhances the current understanding by illustrating how hybrid cryptography
and steganography can work together to meet the specific security requirements of military communications. This
paper presents a feasible solution to reduce interception risks and has important implications for secure

communication systems in the military sectors.

Keywords: Hybrid Cryptographic System; Military Communication Security; AES-256 Encryption; RSA-2048
Key Exchange; LSB Steganography
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1. Introduction

Critical flaws in traditional encryption methods used to protect sensitive defence communications have been
revealed by recent cyberattacks and data breaches involving Sri Lanka's military agencies. For example, Sri Lanka
state security agency exposed significant weaknesses in the country's cyber defence systems by allowing bad
actors to access and disclose vital data [1]. These agencies’sensitive data was purportedly acquired and sold by a
threat actor identified as “Kelvin Security”. The 10.2 GB of compromised data included more than 12,000 files
with names, residences, service numbers, and national identity card numbers of police. [2]. Unauthorised access to

a military portal allowed the breach to occur, exposing flaws in the current cybersecurity setup.

The urgent necessity to implement next-generation data protection policies and strengthen national resilience
against cyber warfare has been emphasised by events such as the Defence Cyber Command's Aegis Lexicon 2024
— Defence Cyber Exposition in response to these problems [3]. Beyond traditional perimeter protection and
encryption, government authorisation agencies like Sri Lanka Computer Emergency Response Team (CERT) and
specialists in digital infrastructure are still advocating for novel approaches to cybersecurity[4]. Despite employing
hybrid cryptographic techniques that merge symmetric methods like Advanced Encryption Standard (AES) with
asymmetric methods such as Rivest Shamir Adleman (RSA) encryption to protect sensitive information, a big
problem remains: the symmetric key is exposed during transmission, even when encrypted. If encryption keys are

captured or private RSA keys are compromised, the entire system can be compromised.

To combat these growing threats, encryption methods have become an essential component of data security
strategies. Inln this area, steganography and hybrid encryption techniques have emerged as powerful technologies
that offer unique advantages in maintaining both data integrity and confidentiality [5]. As the dependence on
modern cloud systems and remote deployment settings grows, sensitive information is frequently kept in places
that are not directly under administrative oversight [6]. This change has raised serious concerns about data
breaches and unauthorised access to systems, highlighting the need to implement advanced security protocols to

ensure strong and thorough protection of personal information.
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Steganography, the technique of concealing information in an otherwise harmless carrier document, has a long-
standing history that spans centuries, with historical uses that include clandestine communication during conflicts
and the secure sharing of sensitive data. In addition to protecting the privacy of the information, this insertion
provides an additional layer of concealment, complicating the task of detecting or obtaining the information by

unauthorised individuals.

Unlike traditional methods, hybrid encryption takes advantage of the advantages of both symmetric and
asymmetric encryption techniques [7]. Symmetric encryption is well-known for its rapid data processing
capabilities and efficient use of computational resources [8]. It is typified by the usage of a shared secret key. In
contrast, asymmetric encryption enhances security by separating keys and uses a pair of encryption keys (public
and private) to establish a secure communication channel [9, 10]. Hybrid encryption, which combines these two
approaches, produces a strong cryptographic architecture that successfully strikes a balance between security and

performance.

Although Steganography and hybrid cryptography both offer notable security enhancements, they also have
drawbacks. Symmetric key exposure during transmission makes traditional hybrid encryption schemes, like AES +
RSA, vulnerable [11]. Standard cryptography raises the risk of targeting by warning attackers when sensitive data is
present. Similarly, if unencrypted, Least Significant Bit (LSB) steganography is vulnerable to attacks such as
statistical analysis and is therefore ineffective when used alone [12]. In order to close these gaps and improve the
secrecy and integrity of military communications, this study suggests a multi-layered security framework that

combines RSA-2048, AES-256, and LSB steganography to safeguard the encryption key as well as the contents.

The remainder of the document is structured as follows: Introduction was discussed in section I, materials and

methods are presented in section II, section III presents the results followed by section IV discussing the results.

1.1. Literature Review

A few studies initiatives have been undertaken globally in security agencies in the domains of steganography,
hybrid cryptography, and data security, aiming to enhance the confidentiality, integrity, and resilience of sensitive
military communications [13, 14]. Several studies have highlighted the benefits of steganography in hiding
communications, with some noting that it adds an extra layer of security, especially when used in conjunction with
encryption [15]. While certain research has investigated the use of steganography in cybercrime and military
domains [16, 17], these studies have limitations, especially regarding their payload capacity, which renders them

inappropriate for extensive data transfers.

Some of studies have shown the effectiveness of hybrid cryptography, especially in military applications, where
RSA-AES frameworks merge the speed of symmetric encryption (AES) for large-scale data encryption with the
secure key distribution strengths of asymmetric encryption (RSA), offering an extra level of security [18, 19]. AES
is recognised for its fast performance and ability to effectively encrypt large data sets, which makes it suitable for
military applications due to its speed, low resource consumption, and strong security [20]. Several studies have
shown that AES is more efficient than other symmetric encryption techniques in terms of speed and throughput [7,
18]. However, a significant drawback of AES is that while it protects against conventional attacks, it is vulnerable

to emerging quantum threats. As well, as a symmetric encryption method, AES encounters considerable
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difficulties with secure key distribution. These shortcomings emphasise the necessity of combining hybrid
encryption models and steganography to improve the overall protection of sensitive information. Although some
of studies have highlighted the advantages of hybrid cryptography ministry of defence services and cybercrimes
[18, 21]., there are significant limitations in its application such as remain vulnerable to quantum attacks, Public
Key Infrastructure (PKI) weaknesses, certificate authority compromises, and data interception. These limitations
can undermine the security of encrypted communication and potentially violate confidentiality. Specifically, A
few of studies in Sri Lanka focused on securing communication by combining steganography and visual
cryptography to enhance data security by adding an extra layer of protection to concealed information, although
they did not employ LSB steganography, which is typically used to hide data in the least significant bits of pixel
values without perceptible changes to the image [22, 23]. While a large portion of these studies focus on individual
techniques, only a limited number of studies attempt to merge cryptography and steganography to achieve a higher

level of secure and secret communications.

However, these studies failed to address key challenges in hybrid cryptography management, including
complexity, performance overhead, and interoperability among algorithms, which, combined with limitations in
payload size and vulnerability to steganalysis tools in high-surveillance environments, can lead to inefficiencies in
secure communication; although combining steganography with encryption strengthens covert communication by
making encrypted data harder to detect, techniques like LSB steganography are particularly effective as they

embed data into the least significant bits of images without perceptible quality loss.

Although there are studies on hybrid cryptography and steganography individually, there is a scarcity of research
integrating hybrid cryptography with LSB steganography, particularly within military sectors in Sri Lanka. This
study aims to mitigate these limitations by combining hybrid cryptography with LSB steganography to enhance
military communication security. In this study, RSA is used to securely encrypt the AES key, ensuring that only
the intended recipient can decrypt it using their private key. While the key remains encrypted, it is also hidden in
the image through steganography to provide an additional layer of security, increasing its resistance to potential
quantum attacks that could reveal RSA encrypted information. By embedding the AES-256 key within a cover
image encrypted with RSA-2048, this approach addresses payload capacity, detectability, and steganalysis
vulnerabilities. LSB steganography minimises file alterations, making the hidden data more resilient against
surveillance and active attacks, while overcoming common hybrid cryptography limitations such as key

management and processing overhead. Table 1 shows limitations of the existing studies.
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Table 1: Limitations of the existing studies

Study Focus Area Key Findings Limitations

[14] Military data security; Emphasises the need Lack of joint

[13] hybrid models for secure, resilient implementation for

[24] communications in military-specific use cases
military applications

[16] Steganography Steganography adds a Payload capacity

[15] layer of security and limitations make

[25] effectively facilitates it unsuitable for

[17] secret communications large data

[18] Hybrid cryptography RSA  +AES model Vulnerable to quantum

[21] (AES + RSA) in military ensures efficient threats, PKI weaknesses,

[19] sectors encryption + secure and interoperability issues
key distribution

[71 AES performance in AES is fast, efficient, AES alone faces key

secure systems and suitable for large distribution challenges
datasets and lacks quantum
resistance
[22] Steganography + visual Explored combining Did not use LSB; lacked
cryptography in Sri Lanka techniques for stronger integration with hybrid

data concealment encryption

[18] Hybrid cryptography in Highlight use in Missed addressing

[21] defence & cybercrime government and processing overhead,
sensitive sectors quantum risk, and PKI

flaws

General gap Combining LSB It is recommended to Current research has not

highlighted in steganography with hybrid combine AES-256 and fully incorporated or

synthesis encryption techniques. RSA-2048 using LSB assessed the Sri Lankan

for enhanced covert

security.

military environment.

1.2, Steganography concept

Steganography involves hiding secret information in seemingly harmless carrier files, such as images, audio,
video, or text, to obscure the existence of concealed data. The primary goal of steganography is to keep the
presence of confidential information unnoticed by unauthorised parties. In contrast to encryption, which modifies
data to make it unreadable, steganography seeks to make the hidden data unseen or hard to detect. To comprehend
steganography, it is important to grasp several key concepts. A carrier file, often called a cover file, serves as the

medium that conceals the secret information. It can be an image, audio track, video, or any other kind of digital file.
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Ideally, the carrier file should possess enough size to accommodate the concealed data without arousing suspicion.
The payload or hidden data is the confidential information that is meant to be hidden in the carrier file. This
payload can include plaintext messages, images, documents, or any other data that the sender wishes to keep
private. The steganographic algorithm specifies the technique used to embed the hidden information in the carrier
file [26]. Mutual methods of steganography consist of LSB insertion, spread spectrum, and phase encoding [26, 27].
LSB Insertion is a simple steganography method. It works by substituting the least significant bits of pixel values
in the carrier file with bits from the hidden data. Since the least significant bits have a negligible impact on the

overall visual or auditory quality, these changes are typically not noticeable to human observers.

1.3. Hybrid Cryptography concept

Hybrid encryption is a method that combines the advantages of symmetric and asymmetric encryption
methods to enhance data security and address the shortcomings of both technologies [7, 28]. This approach allows
for precise detection of any unauthorised modifications to the data. Symmetric encryption faces challenges related
to key distribution; if the key is compromised, the entire system is compromised. To address this issue, asymmetric
encryption is used to protect the AES symmetric key, facilitating secure key exchange between the sender and

receiver.

Symmetric encryption is primarily used to protect data and ensure its confidentiality while it is in transit or
stored. However, encryption alone cannot guarantee the integrity or authenticity of data. A malicious actor could
alter the ciphertext without any notice. To address this issue, we implemented a Hash-based Message
Authentication Code (HMAC) [29, 30]. It provides a way to verify that data has not been altered in transit. HMAC
uses a cryptographic hash function, such as Secure Hash Algorithm (SHA)-256 or SHA-3, combined with a secret
key known only to the sender and receiver [31, 32]. This approach allows for precise detection of any unauthorised
modifications to the data. Symmetric encryption faces challenges related to key distribution; if the key is
compromised, the entire system is compromised. To address this issue, asymmetric encryption is used to protect

the AES symmetric key, facilitating secure key exchange between the sender and receiver.

Asymmetric encryption, often referred to as public-key cryptography, utilises a pair of keys that are
mathematically linked: one public key and one private key. The public key is shared publicly and is used to encrypt
data, while the private key is kept secret and is used to decrypt data. This form of encryption provides a secure way
to exchange keys because the private key cannot be revealed to others [33]. A major disadvantage of asymmetric
encryption is that it is slower and computationally more expensive than symmetric encryption, especially when
dealing with large amounts of data [34]. Due to the inefficiency of asymmetric encryption, it is not feasible to rely

solely on it to encrypt large amounts of data.

In hybrid cryptography, the sender creates a random symmetric encryption key to encrypt the plaintext. The
sender then secures this symmetric key using the recipient's public key through asymmetric encryption. Both the
encrypted symmetric key and the encrypted message are transmitted to the recipient. Upon receiving the encrypted
data, the recipient utilises their private key to decrypt the symmetric key. Once the symmetric key is successfully

revealed, the recipient can then proceed to decrypt the data. By combining both symmetric and asymmetric
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encryption, this method leverages the speed of symmetric encryption for processing large volumes of data while
taking advantage of the security provided by asymmetric encryption for the safe exchange of keys. This approach
guarantees that even if a potential attacker captures the encrypted information and has access to the public key,

they will still be unable to decode the symmetric encryption key, thereby preserving the confidentiality of the data.

2. Materials and methods

Data gathered from the experiments, such as execution durations, accuracy of extracted data, and attempts at
security breaches, was examined to evaluate the system's performance, strength against security threats, and

overall efficiency.

2.1. Proof of concept

The proof of concept was developed to demonstrate and evaluate the functional aspects of the proposed solution. It
validated key operations, including AES encryption and decryption, RSA-based key management, and methods
for LSB embedding and extraction. The solution was implemented using the NetBeans Integrated Development
Environment (IDE), which was selected for its strong compatibility with Java application development. The
choice to use NetBeans stemmed from its comprehensive toolset tailored for applications focused on cryptography
and Graphical User Interface (GUI) development. NetBeans IDE was favoured for its robust support of Java-based
cryptography, offering essential tools such as a GUI builder, debugging functionalities, and alignment with the
Java Cryptography Architecture (JCA), which was crucial for the execution of AES and RSA algorithms. Even
more than that, its ability to manage external libraries and Java packages seamlessly aids in the integration of
cryptographic elements. The modular programming capabilities and cross-platform compatibility ensured the
establishment of a reliable and scalable application environment. Together, these features facilitated efficient
development, testing, and enhancement of the proof-of-concept system. Figure 1 illustrates a proof of concept for

the design, featuring a single window that highlights key functions such as encryption and decryption.
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Figure 1: Proof of concept

Asymmetric key generation module creates a self-signed RSA key pair, consisting of both public and private keys,
for the purposes of encryption and decryption. Although it’s demonstrated in a single application, it mimics
communication between systems that are located in different geographic areas. The public key we use to encrypt
the symmetric key, while the private key is securely stored for decryption. In the AES/RSA encryption module, a
random symmetric key (AES) is generated to effectively encrypt sensitive data. This newly created AES key is
then protected by encrypting it using the recipient's public RSA key. The encrypted key is forwarded to the
steganography encoding module, which provides an additional layer of security and guarantees confidentiality
during the transfer of the key. When the stego file and encrypted data are received, the AES/RSA decryption
module retrieves the concealed AES key with the private RSA key. It then decrypts the symmetric key and uses it
to restore the original encrypted data, thus ensuring end-to-end confidentiality. The steganography encoding
module embeds the encrypted AES key in a digital image using LSB steganography. It alters the least significant
bits of specific image pixels to discreetly hide the key data in a way that is not noticeable to the human eye, creating
a stego file for safe transmission. Finally, the steganography decoding module pulls the hidden bits from the stego
image and reconstructs the encrypted AES key. This key is then sent to the decryption module for further steps,

bridging the steganographic layer and the cryptographic decryption process.

The developed proof of concept has a single interface and demonstrates basic functionalities such as encryption
and decryption. As well in addition, it allows users to select data files and cover images. User selections and
commands are passed through the user interface to the application logic. The steganographic algorithm for
embedding encrypted data into a carrier file is the LSB insertion method. The technique exploits the fact that
changing the least significant bits of pixel values in a digital image has minimal perceptible impact while allowing

secure data hiding. Figure 2 shows the primary interface of proof of concept.
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Figure 2: Primary interface of proof of concept

The main user interface of the proof of concept includes two upload buttons, one for the data pack and another for
the cover image. By selecting the ‘Encrypt Package’ option, the encryption process will begin, leading to an
encrypted data package with the image altered using steganography. On the other hand, clicking ‘Decrypt

Package’ will start the decryption process, enabling access to the decrypted data package.

2.2. Proposed solution

A proof of concept is performed to demonstrate and evaluate the functional elements of the proposed solution. It
confirms important operations such as AES encryption and decryption, RSA key management, and the process of
embedding and extracting LSBs. The proposed solution was created using NetBeans IDE, which was chosen for its
excellent support for Java application development. NetBeans provides key tools, including an easy-to-use GUI
builder, integrated debugging options, and smooth compatibility with JCA, which is essential for implementing
AES and RSA algorithms. Its modular coding features and support for multiple platforms facilitated the

development of a reliable and adaptable application environment.

The encryption and decryption process uses a hybrid technology that combines AES-256 and RSA-2048. Data is
encrypted using AES-256, which provides fast, secure encryption, ensures low latency, and efficient handling of
large files. For the purpose of encrypting and transferring the AES key, RSA-2048 is implemented, facilitating a
secure exchange of keys. In the decryption step, the AES key is extracted from the carrier image using the RSA
private key, and the data is then decrypted using AES-256. The method is enhanced by parallel processing
capabilities and can achieve fast decryption without the need for an initialisation vector. Figure 3 shows encryption

and decryption process of the proposed solution.
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Figure 3: Encryption and decryption process

In the process of steganography, the encrypted AES key is incorporated into a carrier image using the LSB
steganography method. Images are selected as carrier files because they are capable of concealing large amounts of
data while maintaining a natural visual appearance. The L.SB technique alters the least significant bits of the pixel
values in the image to embed the encrypted AES key, with the changes being imperceptible. The modified pixel
matrix creates a stegosaurus that is visually similar to the original image but hides the encrypted data. In the

decryption phase, the AES key is retrieved from the image and used to decrypt the encrypted information.

The process of encryption begins with the creation of a symmetric encryption key that is used to encrypt plaintext
data utilising AES. This coded information is then securely transmitted through RSA, using the recipient’s public
key to encrypt the AES key. The encoded symmetric key is included in the stego image that conceals the
information. Upon receiving the stego image, the recipient extracts their private key to decode the AES key,

followed by employing this key to decrypt the data, thereby retrieving the original plaintext. Once the recipient

acquires the message that is both encoded and concealed via steganography, they use LSB decoding to uncover the
hidden information, decrypt the AES key using their RSA private key, and then access the original message
through the obtained AES key. This method guarantees that only the designated recipient can read the message,
thereby ensuring complete confidentiality throughout the entire process. Furthermore, it ensures that the message
stays concealed and secure during the entire transmission, fortified by hybrid encryption and embedded in the
image using steganography. By blending AES and RSA encryption with LSB steganography, this method offers a
dual-layer of protection, making the concealed message extremely hard to detect or compromise, making it

particularly effective for situations facing advanced persistent threats and challenges related to quantum attacks.

The system underwent a range of testing methods to evaluate its functionality and performance. Functional testing
confirmed the main operations of embedding and extracting encrypted data in the carrier image. Data volume
analysis examines the quantity of encrypted information that can be concealed in a carrier image without causing
perceptible alterations. Performance evaluation assessed the system's efficiency, concentrating on the speeds of
encryption and decryption with different data loads. In a military context where immediate or nearly immediate
responses are needed, the speed of the encryption and decryption process is essential. Consequently, it is vital to
perform a thorough assessment and reference research-backed benchmarks to measure the time required for
encryption to be completed. Security evaluations concentrated on the system's ability to thwart unauthorised
access and steganalysis attempts, thereby preserving the confidentiality and integrity of the concealed data. The
security testing tools utilised include the Virtual Steganalysis Library, StegExpose, and Aperisolve, which are

employed to evaluate their effectiveness against Steganalysis detection.

3. Results
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By implementing a proof of concept, the system was created and evaluated, and valuable insights were gained into
its performance, security strength, and operational efficiency. The assessment of a hybrid encryption system that
incorporates AES, RSA, and LSB steganography provides significant findings on its effectiveness. Through a
proof of concept, the system was built and reviewed, gaining key insights into its performance, security robustness,
and functional efficiency. The evaluation of a hybrid encryption system combining AES, RSA, and LSB
steganography yielded significant results regarding its effectiveness. Time metrics were recorded for the stages of
encryption, key exchange, and steganography encoding across different file and image sizes. Table 2 shows

Performance Metrics for AES, RSA , and LSB Steganography Encoding Across Different File and Image Sizes.

Table 2: Performance Metrics for AES, RSA, and LSB Steganography Encoding Across Different File and

Image Sizes

Data File Size Cover Image Size gfcsryption Esgyption E;l;fcf(}jglg
6,127,143 bytes 1,911 bytes (225%225, 8-bit) 72 ms 31 ms 3,199 ms
6,127,143 bytes 1,964 bytes (320%320, 32-bit) 79 ms 31 ms 8,742 ms
6,127,143 bytes 33,871 bytes (664x804, 24-bit) 2,824 ms 32 ms 51,557 ms
364,335,224 bytes 1,964 bytes (320%320, 32-bit) 72 ms 63 ms 8,707 ms

3.1. Observations

The results of the study showed that as file and image sizes increased, the time required for processing increased
significantly. For example, encrypting a 6MB file using a 225x225 image takes 3,299 milliseconds, while using a
664x804 image the total time increases to over 51,000 milliseconds. During the steganalytic embedding process,
since the cover image is larger, more input/output operations are required, which leads to a significant increase in
processing time. AES encryption has proven to be fast and reliable even for larger files. RSA encryption times are
relatively short and consistent because it only encrypts the AES key and not the data itself. results of the study
showed that as file and image sizes increased, the time required for processing increased significantly. For
example, encrypting a 6MB file using a 225%225 image takes 3,299 milliseconds, while using a 664x804 image
the total time increases to over 51,000 milliseconds. During the steganalytic embedding process, since the cover
image is larger, more input/output operations are required, which leads to a significant increase in processing time.
AES encryption has proven to be fast and reliable even for larger files. RSA encryption times are relatively short

and consistent because it only encrypts the AES key and not the data itself.

3.2. Performance Analysis
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The results show that image size has a greater impact on performance than overall file size. The main drawback lies
in LSB steganography, which is hampered by the slow process of modifying the least significant bit in each pixel.
AES encryption demonstrated excellent scalability and very little delay, even when handling large data files. The
impact of RSA on processing time became more apparent with extremely large datasets, though it remained within
manageable limits. The decryption process was notably quicker, requiring less than a millisecond. This speed is
due to the absence of random initialisation vector generation during decryption, along with the ability to parallelise
AES decryption. Security assessments using steganalysis tools such as Virtual Steganalysis Library, StegExpose,

and Aperisolve verified that the system successfully hides the encryption keys to prevent detection.

4. Discussion

289



Advanced Research on Information Systems Security, an International Journal (ARIS?) (2026) Volume 6, No 1, pp 278-293

The hybrid encryption method successfully encrypts the data and integrates it securely into the image. AES
provides fast encryption, while RSA facilitates secure key exchange. However, the LSB steganography technique
exhibits considerable delays when processing larger images, which suggests that optimisation is required when
selecting the carrier image in practical applications. Choosing smaller but appropriately sized images can improve
performance without compromising security. Although increases in file size did impact times, it was not as
severely as the size of the images. The created model has enhancements in terms of safety strength and acceptable
performance levels compared to current hybrid systems. The use of NetBeans IDE simplifies the development and
debugging process and enables precise testing and modular programming. AES continues to be a highly effective
encryption technique, while RSA offers strong safeguards for key exchanges. While LSB steganography may not

be the fastest option, its immediacy and effectiveness in covert communications make it suitable for military use.

This study introduced, developed, and assessed a hybrid cryptographic system that combines AES-256, RSA-
2048, and LSB steganography to enhance communication security for the military sector and the Ministry of
Defence. The system's design was structured in a modular way, incorporating components for key generation,
encryption, decryption, and steganography encoding/decoding to ensure layered protection. It was developed
using the NetBeans IDE as well as JCA libraries, which guaranteed a dependable and secure execution of
cryptographic functions. A modular approach was adopted to allow straightforward integration, debugging, and
possible future upgrades of the system's capabilities. Experimental results demonstrated that AES provided swift
and efficient encryption for large files, while RSA was efficacious in managing key exchanges with minimal
performance impact. LSB steganography succeeded in embedding encrypted data into images without greatly
compromising image quality, making covert communication feasible. However, the time taken for encoding
increased significantly with larger images, making steganography the main performance bottleneck due to a rise in
input/output operations. The analysis revealed that image size had a more pronounced effect on performance than
the size of the file. AES displayed remarkable scalability and low latency, whereas RSA's impact remained
managed even with large datasets. Decryption was notably quick, taking under one millisecond due to the absence
of IV generation and the ability to parallelised AES. Security evaluations conducted with tools like the Virtual
Steganographic Library, StegExpose, and Aperisolve confirmed that the system successfully concealed encrypted
keys from detection. In conclusion, the suggested hybrid model improves security while sustaining acceptable
performance, making it well-suited for secure and discreet communications in sensitive environments. When
compared to existing solutions, the proposed system demonstrated advancements in both security robustness and
operational efficiency. Even so, the LSB steganography technique introduced processing delays when dealing
with larger images. Future research should examine steganography methods that employ Discrete Cosine
Transform or Discrete Wavelet Transform to enhance the speed of data embedding while maintaining security
integrity. Even more than that, the implementation of Elliptic Curve Cryptography could further reduce the key
management burden. In short, the hybrid cryptographic system developed in this study presents an efficient,
secure, and practical solution for safeguarding sensitive military communications. With minor improvements, it

holds considerable promise for real-world implementation in national security frameworks.
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